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Founded	2012,	University	of	Innsbruck	Spin-Off
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Systems	Design	
• Business	Processes	

• Architectures	

• Model-driven	Development	

• Code	Analysis

IT	Security	Engineering	
• Security	Analysis	&	Audits	

• Security	Requirements	

• Security	TesCng	

• InformaCon	Security	Management	

Processes	and	Services	
• Process	Assessment	

• Process	Improvement	

• Service	EvaluaCon	

• Data	AnalyCcs

Quality	Engineering	
• Requirements	Engineering	

• Test	Management	&	AutomaCon	

• Metrics	

• SoUware	Infrastructure

Workshops Individual	Projects Partnerships
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Informa(on	Security	Management

InformaCon	Security	Management	meets	OpenReq�6

RegulaCons	
Best	PracCces	

Contracts
Security	Risks

Security	Requirements	
and	Controls

Asset	DocumentaConGoals	
ObjecCves

SystemaCcally	address	challenges	with	regard	to	confiden9ality,	integrity	and	
availability	of	informa9on	and	informa9on	processing	facili9es	on	organiza9onal	
level.	Relevant	Standards	are	ISO	27k	or	BSI	IT	Baseline	ProtecCon	Methodology.	
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ADAMANT	–	Efficient	Informa(on	Security,	Data	Privacy	and	
Compliance	Management
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ADAMANT	is	a	tool-supported	framework	
enabling	conCnuous	informaCon	security	
management	by	de-emphasizing	preset	audit	
cycles	

• SystemaCc	handling	of	changes	within	
highly	interconnected	asset,	risk	and	
security	models	

• Efficient	organizaCon	of	stake-  
holder	collaboraCon	in	intra-	and	  
extra-organizaConal	workflows	

• Provide	suitable	automaCon	faci-  
liCes	to	reduce	costs	

Used	in	security	consulCng	projects	 
and	for	dedicated	informaCon	  
security	management	trainings
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OpenReq	Open	Call	Project	Goals
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Extend	security	requirements	engineering	plaWorm	

• Quality	checks	for	security	requirement	texts	
• Model-based	approach	with	natural	language	descripCons	for	security	

goals,	requirements	and	controls	

• Direct	feedback	on	natural	language	texts	

• Extend	conflict/similarity	detecCon	
• CollaboraCve	approach	with	parCal	visibility	for	individual	users	

• Support	QA	acCviCes	with	becer	similarity	detecCon	

• IdenCfy	potenCal	security	requirement	conflicts	
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OpenReq	Technologies	and	Services
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OpenReq	Improving	Requirements	Quality	

• Find	language	issues	in	requirements	

• Weak	language	

• Ambiguous	words	

OpenReq	Requirements	Classifier	

• Train	informaCveness	classifier	

• Classify	requirements	sentences	

OpenReq	Similarity	Detec(on	

• Detect	similar	requirements	for	each	asset	

• Resolve	similarity	conflicts
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Showcases	–	Requirement	Text	Analysis	and	Ra(ngs
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Showcases	–	Similarity	Detec(on
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Evalua(on	–	Results:	Quality	Analysis	of	OWASP	ASVS
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Evalua(on	–	User	Feedback
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User	Percep(on	of	ADAMANT	OpenReq	Extension	(TAM)
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Conclusion	and	Future	Work
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OpenReq	services	allowed	the	easy	integra(on	of	new	features	into	
ADAMANT.	We	s(ll	see	some	areas	for	future	improvement.	

Enhance	training	data	for	OpenReq	requirement	classifier	

• Use	mulCple	standards	

• Implement	more	classifiers	and	improve	ADAMANT	quality	raCng	

Further	use	of	similarity	detec(on	in	research	and	prac(ce	

• Support	template	creaCon	and	management	process	

• InvesCgate	security	standards	overlap	

• Master	thesis	on	security	standard	mappings
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